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Abstract

Pufferfish privacy is a flexible generalization
of differential privacy that allows to model ar-
bitrary secrets and adversary’s prior knowl-
edge about the data. Unfortunately, design-
ing general and tractable Pufferfish mech-
anisms that do not compromise utility is
challenging. Furthermore, this framework
does not provide the composition guarantees
needed for a direct use in iterative machine
learning algorithms. To mitigate these is-
sues, we introduce a Rényi divergence-based
variant of Pufferfish and show that it al-
lows us to extend the applicability of the
Pufferfish framework. We first generalize
the Wasserstein mechanism to cover a wide
range of noise distributions and introduce
several ways to improve its utility. We also
derive stronger guarantees against out-of-
distribution adversaries. Finally, as an alter-
native to composition, we prove privacy am-
plification results for contractive noisy itera-
tions and showcase the first use of Pufferfish
in private convex optimization. A common
ingredient underlying our results is the use
and extension of shift reduction lemmas.

1 Introduction

Differential privacy (DP) (Dwork and Roth, [2014) is
now considered as the gold standard for privacy-
preserving data analysis. However, despite its many
desirable properties, DP does not suit all types of
data effectively. Specifically, the guarantees it offers
are based on the underlying assumption that individ-
uals in the dataset being analyzed are statistically in-
dependent. In reality, data often exhibit correlations,
and when two correlated individuals are present in a
dataset, performing the same analysis with and with-
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out one of these individuals could leak more knowledge
about the individual than the conventional differential
privacy framework assumes (Humphries et all, [2023).

To address these situations, specialized privacy
definitions have been designed. Certain direct ex-
tensions of DP, like group privacy (Dwork and Roth,
2014) or entry privacy (Hardt and Roth, 12013),
protect entire instances or groups, which results in
strong privacy guarantees but often much poorer
utility.  More flexible frameworks allow to tailor
the privacy definition to a set of distributions
which could have plausibly generated the dataset,
and thereby allow a tighter privacy analysis. In
this work, we focus on the general framework of
Pufferfish privacy (Kifer and Machanavajjhalal, 2014),
which is closely related to other similar definitions
like Blowfish privacy (He et all, [2014) and distri-
bution privacy (Kawamoto and Murakami, [2019;
Chen and Ohrimenkd, [2023).

Pufferfish privacy however comes with new challenges,
first and foremost in the design of general and com-
putationally tractable Pufferfish private mechanisms.
Indeed, the sensitivity of the query, which is critical
in DP to design additive noise mechanisms, has no
direct use in Pufferfish privacy. Moreover, while vari-
ous ways to measure and efficiently track the privacy
loss have been proposed for DP, see for instance Rényi
differential privacy (RDP) (Mironov, [2017), this flex-
ibility is lacking in Pufferfish privacy. As a result,
previous work on the design of Pufferfish mechanisms
has focused on specific noise distributions and appli-
cations (Kifer and Machanavajjhala, 2014; |Ou et al.,
2018; [Kessler et al., 2015; [Niu et all, 12019; [Song et, all,
2017). For instance, [Song et all (2017) proposed
the Wasserstein mechanism for the Laplace noise,
which relies on the computation of co-Wasserstein dis-
tances. Another recent work proposes an exponen-
tial mechanism-based approach which provides a more
computationally tractable approach but relies on (po-
tentially loose) sufficient conditions for Pufferfish pri-
vacy (Ding, 2022). The Pufferfish framework thus
lacks a unified theory that subsumes the original worst-
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case definition and allows for the design of general ad-
ditive mechanisms compatible with a wide range of
noise distributions.

Another key limitation of Pufferfish privacy is
that (sequential) composition results exist only
for some Pufferfish instantiations and mecha-
nisms (Kifer and Machanavajjhala, 12014). This is
the case for instance of the Markov Quilt Mechanism
(Song et al., [2017), but it is limited to Bayesian net-
works. The lack of a universal composition theorem
currently makes Pufferfish privacy unfit for the analy-
sis of iterative algorithms such as those used in differ-
entially private machine learning (Abadi et al.; 2016).

In this paper, we mitigate the above limitations of
Pufferfish privacy by making the following contribu-
tions:

o We define the Rényi Pufferfish privacy framework
and describe its basic properties.

e We introduce the General Wasserstein Mecha-
nism (GWM), a generalization of the Wasserstein
mechanism of [Song et all (2017). Our mechanism
allows to derive (Rényi) Pufferfish privacy guaran-
tees for all additive noise distributions that are ab-
solutely continuous with respect to the Lebesgue
measure.

e We propose two ways to improve the utility of
GWM by relaxing the oo-Wasserstein distance
used to calibrate the noise. Our first approach
relies on a J-approximation allowing the tail of
the distribution of the mechanism to be dis-
regarded, similar to what has been proposed
by |Chen and Ohrimenka (2023) for the distribu-
tion privacy framework. Incidentally, we demon-
strate an equivalence between Pufferfish privacy
and distribution privacy. Our second approach
enables the use of p-Wasserstein distances.

e We generalize the guarantees against “close adver-
saries” of [Song et all (2017) to our Rényi Puffer-
fish privacy framework for greater robustness and
applicability.

e Inspired by [Feldman et all (2018), we prove pri-
vacy amplification by iteration results for Puffer-
fish, allowing to bypass the use of composition in
the analysis of contractive noisy iterations. This
technique is particularly useful to analyze con-
vex optimization with stochastic gradient descent,
and thus constitutes a first step towards the inte-
gration of Pufferfish privacy in machine learning.

One of our key technical contributions lies in the
novel use and generalization of shift reduction lem-
mas (Feldman et all, 2018; |Altschuler and Talwarl,

2022) in the context of Pufferfish privacy. We argue
that shift reduction is the right tool to analyze Puffer-
fish privacy, and believe this view may yield more re-
sults in the future.

All proofs and some additional content can be found
in the supplementary material.

2 Rényi Pufferfish Privacy

We start by recalling the definitions of Rényi differen-
tial privacy and Pufferfish privacy. Rényi differential
privacy relies on Rényi divergences, which are defined
as follows.

Definition 2.1. Let p and v be two distributions on
a measurable space (E, A) and « > 1. We define the
Rényi divergence of order o between p and v as:

1 plx)\*
Da(uv V) - a—1 IOngNV [(V(I)) :| .

The definition extends to the case a = 400 by conti-
nuity.

Definition 2.2 (Rényi differential privacy, RDP
(Mironow, [2017)). Let o > 1 and ¢ > 0. A ran-
domized algorithm M: D — R satisfies (a, £)-Rényi
differential privacy if for any two adjacent datasets
X1, X5 € D differing by one element, it holds:

Do (P(M(X1)), P(M(X3)) <e.

RDP ensures that an adversary cannot gain too much
knowledge about whether an individual point is in the
dataset or not by observing the output of the mecha-
nism. In this definition, it is implied that the elements
of the dataset are statistically independent.

A more general framework, Pufferfish privacy, has
been designed to handle possibly correlated data and
other types of secrets than the presence of an individ-
ual in a dataset (Kifer and Machanavajjhalal, 2014).
In a Pufferfish instantiation, we denote by S the set
of possible secrets to be protected, and by Q C S2 the
specific pairs of secrets we aim to make indistinguish-
able. In contrast to differential privacy, the variable X
representing the dataset is not deterministic in Puffer-
fish privacy. Instead, it is sampled from a certain dis-
tribution # € ©. The set © represents the possible
prior knowledge of an adversary.

Definition 2.3 (Pufferfish  privacy, PP
(Kifer and Machanavajjhala, [2014; |Ding, [2022)).
Let ¢ > 0 and 0 € (0,1). A privacy mechanism
M is said to be (g,d)-Pufferfish private in a frame-
work (S,Q,0) if for all § € O, for all secret pairs
(si,85) € Q, and for all w € Range(M), we have:

PMX)=w|s,0) <eP(M(X)=w]s;,0)+4,
PMX)=w|s;,0) <eP(M(X)=w|s;0)+9,
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where X ~ 6 and (s;,s;) is such that P(s; |6) #
0,P(s;|0) #0. If § = 0, M satisfies e-Pufferfish
privacy.

In this work, we introduce a Rényi divergence-based
version of Pufferfish privacy. Using Rényi divergences
in privacy definitions has several advantages. FEs-
pecially relevant to our work will be the quantifica-
tion of privacy guarantees by bounding certain mo-
ments of the exponential of the privacy loss (Mironov,
2017), and the ability to leverage a large body of
results on Rényi divergences such as shift reduction
lemmas (Feldman et al!, [2018; |Altschuler and Chewi,
2023).

Definition 2.4 (Rényi Pufferfish privacy, RPP). Let
a > 1and € > 0. A privacy mechanism M is said
to be (o, e)-Rényi Pufferfish private in a framework
(S$,9,0) if for all # € © and for all secret pairs
(si,s5) € Q, we have:

Do (P (M(X) | 5:,0) , P (M(X) | 55,0))
D, (P(M(X) | Sj,@),P(M(X) | Sive))

where X ~ 6 and (s;,s;) is such that P(s; |6) #

<e,
<e

Rényi Pufferfish privacy upholds the post-processing
inequality, which is a key attribute for any effective
privacy framework.

Proposition 2.1 (Post-processing). Let My be a ran-
domized algorithm and M be (o, e)-RPP. Then,

Do (P (My(M(X)) | 51,0) , P(My(M(X)) | 55,0))
< Do (P (M(X) | 5i,0), P(M(X) | 55,0)) <e.

It is easy to see that (0o, e)-RPP corresponds to e-PP.
Furthermore, (a,e)-RPP can be converted to (g,0)-
PP.

Proposition 2.2 (RPP implies PP). If M is (a,¢)-
RPP, it also satisfies (5 + %, 5) -PPVé € (0,1).
Running examples. We introduce here some ex-
amples of RPP instantiations which we will use
throughout the paper to illustrate our private mecha-
nisms. Let n > 0 be the total number of participants in
a study. Let X be the potential values of an individ-
ual’s private features. Let X = (Xy,...,X,) € X"
describing the private properties of the n individ-
uals. An adversary anticipates correlations among
individuals within the study with a prior § € ©O.
We define the set of secrets for this adversary as

S = {sf e {X;=a}; ac X,i €1, nﬂ} and define
Q = {(sf,s?); a,b € X,i,j € [1,n]}. Consider
the following simple instantiations of this setting for
datasets of size 2:

. (Counting query with correlation).
Each individual ¢ holds a binary value X; € {0,1}

and we consider a counting query f(X) = X3 +
Xo. For p € (0,1),p € [—1,1], the adversary has
the following prior: P(X; =1) = P(Xy =1) =p,
where X; and X5 are drawn with correlation p.

. (Average salary query). Each individ-

ual ¢ holds her salary X; > 0 and we consider an
average query f(X) = (X1 + X3). The adver-
sary has the following prior for the marginals: for
i€ {1,2},

1 with prob. 1/2
X;={2  with prob. 499/1000, for i € {1,2}
100  with prob. 1/1000

Here, X7 and X5 are thus considered independent.

° (Sum query with user-dependent
prior). We consider X = (0,r) and a sum query
f(X) = X1 + X3. The adversary has an arbi-
trary prior about the distribution of (X7, X3) but
assumes that each individual ¢ holds a different
value X; € (0,7;) with 0 <r; <.

3 A General Additive Mechanism for
Rényi Pufferfish Privacy

In this section, we present a general approach to
obtain Rényi Pufferfish privacy guarantees. Specifi-
cally, we introduce the General Wasserstein Mecha-
nism (GWM), a generalization of the Laplacian-based
Wasserstein mechanism of [Song et all (2017) to a wide
range of noise distributions, and derive the corre-
sponding RPP guarantees. We also highlight that the
shift reduction lemma and its variants, introduced by
Feldman et al! (2018) in the context of privacy ampli-
fication by iteration, provide the right framework for
analyzing Rényi Pufferfish privacy.

We first introduce oo-Wasserstein distances and cou-
plings.

Definition 3.1 (Couplings). Let p and v be two dis-
tributions on a measurable space (R B(R?)) with
B(R%)) the Borel o-algebra. A coupling 7 is a joint
distribution on the product space (R?*2, B(R%)?) with
marginals p and v, where B(R%)? is the product o-
algebra.

Definition 3.2 (co-Wasserstein distance). Let p and
v be two distributions on R?. We note T' the set of
the couplings between p and v. We define the oo-
Wasserstein distance between p and v as:

Weo(p,v) = _inf sup |z =y

WEF(M7V)(m,y)ESUPP(7")
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Throughout the paper, || - || represents a norm of R<.
When necessary, in later results, the type of norm will
be specified.

We now recall the shift reduction lemma, a result that
allows to split the Rényi divergence between two noised
distributions into two distinct components: one involv-
ing the two original distributions, and one involving
the noise. Let u, v, ¢ be three distributions on R% and
z,a > 0. We define the following quantities:

D@ (u,v) = inf  D.(,v),
o (1) wo b (',v)
RO&(C?’Z) = Hshlp DOC(C*I)C)v

z||<z

where (. : y — ((y — x), and denote by * the convo-
lution product.

Lemma 3.1 (Shift reduction (Feldman et all, |2018)).
Let p,v,( be three distributions on R? and z,a > 0.
Then,

D (v ¢) < DET (p,v) + Ra((, 2).

We now show that the shift reduction lemma allows to
obtain a unified approach for RPP analysis. In fact,
it gives a closed formula for the privacy guarantees
of releasing a query with additive noise. This yields
our General Wasserstein Mechanism (GWM) and its
associated privacy guarantees.

Theorem 3.1 (General Wasserstein mechanism,
GWM). Let f : D — R? be a numerical query and
denote:

8o = max Woe (PUF(X)]s1,0). P(T(X)]53,0))
‘00
Let N = (Ny,...,Ng) ~ ¢, where Ny,...,Ny are iid

real random variables independent of the dataset X.
Then, M(X) = f(X) + N satisfies (a, Ro (¢, Ag))-
RPP for all o € (1,400) and R (¢, Ag)-PP.

While Theorem BTl is very general, we can easily de-
rive explicit results for specific choices of noise distri-
butions. In particular, for some distributions we can
simplify the formula as a Rényi divergence, as shown
by the following proposition.

Proposition 3.1. Let z > 0. If( is defined on R?, ra-
dial, decreasing as the norm of its argument increases,
then Ro(C,2) = Da(C—(2,0,...,0:C). We refer to these
functions as radial decreasing functions.

Using this result to instantiate GWM with Laplacian
noise, we recover the results of [Song et all (2017) for
PP as a special case where d = 1. More interestingly,
we also directly obtain a novel Gaussian mechanism
and a novel Laplacian mechanism for RPP.

Corollary 3.1 (Privacy guarantees for usual noise dis-
tributions). We note I; the identity matriz of size d.
Plugging the expressions of Roo((, z) and Ry ((, z) for
Laplacian and Gaussian distributions, we obtain:

o M(X) = f(X)+ N with N ~ N'(0,°251,) and
A¢g computed w.r.t. the lo norm is («,€)-RPP.

e M(X) = f(X)+ L with L ~ Lap(0,ply)
and Ag computed w.r.t. the 1y norm is
(a,ﬁlog(%f‘_leAG(a*l)/P + 20(;:116*AG0‘/P))_
RPP.

o M(X) = f(X)+ L with L ~ Lap (0, 221,) with
Ag computed w.r.t. the Iy norm is e-PP.

The results of Corollary Bl are analogous to the re-
sults of Mironov (2017) for RDP, where the sensitivity
of the query is replaced by Ag. It enables us to di-
rectly compare the utility of a RDP mechanism in the
group privacy setting and the GWM in RPP. Consider-
ing [Example 3] we have Ag < r1 +rg, which is smaller
than Agroup = 2r. Therefore, GWM achieves better
utility than group RDP in this case. This observation
can be generalized to other settings as the utility guar-
antees of the Wasserstein mechanism of [Song et al
(2017) extend to the GWM.

Proposition 3.2 (Utility of the GWM, informal).

Under mild conditions, an additive mechanism offers
better utility in the GWM setting than in the group

privacy setting (see Appendiz[A.2.4) for details).

One drawback of GWM is that in some cases, Ag
may be large, as it depends on oco-Wasserstein dis-

tances. In Ac¢ = Agroup = 2, thus
GWM gives no utility advantage compared to group

RDP. In Ag = 98 is large although the

event X; = 100 is rare. We deal with this issue in the
next section.

4 TImproving Utility by Relaxing the
W4 Constraint

In this section, we propose two ways to improve the
utility of GWM by relaxing the oo-Wasserstein con-
straint in the calibration of the noise.

4.1 J-Approximation of (a,¢)-RPP

Our first approach is to define an approximation of
Rényi Pufferfish Privacy that allows a low probability
set of values to be disregarded.

Definition 4.1 (Approximate Rényi Pufferfish pri-
vacy). A privacy mechanism M is said to be («, ¢, §)-
approximate Rényi Pufferfish private in a framework
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(8,9,0) if for all § € © and for all secret pairs
(si,s;) € Q, there exists E,E’ such that P(E) >
1-96,P(E')>1—0 and:

Do (P(M(X) | 5:,0,E), P (M(X) | s5,0,E")) <e,
Dy (P(M(X)|s;,0,E),P(M(X)]si,0,F)) <e¢
where X ~ 6 and (s;,s;) is such that P (s; |6) #
0, P (s;]0)#0.

This definition implies (e, §)-PP when o — +o0.

Proposition 4.1. If M is (+o0,¢,0)-approzimate
RPP, then it is (e,9)-PP.

We now design an approximate Wasserstein mecha-
nism for Rényi Pufferfish privacy. To do so, we rely
on the notion of (z,d)-proximity (named closeness
in (Chen and Ohrimenka, 2023)).

Definition 4.2 ((z,)-proximity). Let u, v two distri-
butions on R? and z > 0,4 € (0,1). We say that x4 and
v are (z,0)-near if there exists a coupling 7 between p
and v and R C supp(m) such that [, dr(z,y) >1-4
and V(z,y) € R, ||z —y|| < =

We also need to extend the shift reduction lemma
of [Feldman et al! (2018) to account for shifts that are
(z,d)-near to the original distribution p, instead of
shifts u/ such that W (p, ') < z. Our result relies
on the following characterization of (z, §)-proximity.

Lemma 4.1. p and v are (z,6)-near iff IW ~ u, Y ~
v and V € P(RY) such that W+V =Y and P(||V| >

z) < 4.

Lemma 4.2 (Approximate shift reduction). Let p, v, ¢
be three distributions on RY. We denote DS (u,v) =
inf D, (i ,v). Then, for all § € (0,1), there

o (2,6)-near
exists an event E such that P(E) > 1— ¢ and:

Da ((,u * <)|Ea (V * C))
« 1
crlos ()

< DEO (1) + Ra(C2) +
This approximate shift reduction lemma provides a
general mechanism to achieve approximate RPP.

Theorem 4.1 (General approximate Wasserstein
mechanism, GAWM). Let f : D — R? be a numer-
ical query. For all § € (0,1), let us denote:

Ag,s > inf{z € R;V(s;,s;) € S,V0 € O,
(P((f(X)]|s4,0), P(f(X)]s;,0)) are (z,0)-near}.

Let N = (Ny,...,Nq) ~ (, where Ny,...,Ng are
1d real random variables independent of the dataset
X. Then, M = f(X)+ N satisfies (o, Ro((, Ags) +
—25 log 1175, d)-approximate RPP for all a € (1, +00)
and (R (¢, Ag,s) + log 1, 6)-PP.

From this general result, we can then design ap-
proximate RPP mechanisms for usual noise distribu-
tions. These results are similar to those of the general
Wasserstein mechanism (see Corollary B but with
an additive term that depends on §. We refer to Ap-
pendix [A.3.5] for details. Using this new mechanism,
we can obtain better utility at a small privacy cost for
queries that take large values with small probability.
In [Example 2] we have Ag = 98 while for § = 3-1073,
Ag s = 1, which yields a major improvement in utility.
This observation also holds in a more general case.

Proposition 4.2 (Utility of the GAWM, informal).
At a privacy cost of 6 € (0,1), the GAWM offers more
utility than the GWM (see Appendiz[A.53.7 for details).

Remark (Relation to distribution privacy). A re-
lated result has been shown by |Chen and Ohrimenka
(2023) for the distribution privacy framework (see Ap-
pendix for the definition of distribution privacy
and the result). The formulation of the results are sim-
ilar, despite employing a different proof technique to
get the conclusions. We prove a connection between
the two results by establishing a formal equivalence
between Pufferfish privacy and distribution privacy,
which appears to be novel and could be of indepen-
dent interest. In the interest of space, we refer to Ap-
pendix [A.3.6] for the formal result and its proof. While
our approximate shift reduction result (Lemma [2)
induces an additional term which prevents us from re-
covering exactly the results of |Chen and Ohrimenko
(2023) in the particular case of the Laplace mechanism
for PP, our result can be used with a wide range of
noise distributions and in the RPP framework, which
is more general than PP (and thus more general than
distribution privacy).

4.2 Leveraging p-Wasserstein Metrics

As another way to improve the utility of the GWM,
we propose to use shifts constrained by p-Wasserstein
metrics instead of oo-Wasserstein metrics, thereby re-
placing the worst case transportation cost between
P(f(X)|si,0) and P(f(X)|sj,0) by moments of the
transportation cost. This idea was explored in a dif-
ferent context by |Altschuler and Chewi (2023), who
considered Orlicz-Wasserstein shifts for Gaussian noise
and identified a dependency between the noise distri-
bution and the selected Wasserstein shift constraint.
They argue that the Orlicz-Wasserstein metric is the
“right” metric to use for the shifted Rényi analy-
sis because the original shift reduction lemma fails
for weaker shifts. Inspired by these considerations,
we broaden the applicability of the Orlicz-Wasserstein
shift reduction lemma of [Altschuler and Chewi (2023)
by adapting their result to a wider range of noise dis-
tributions.
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Lemma 4.3 (Generalized shift reduction for
radial decreasing noises). Let ¢ be a radial de-
creasing noise distribution: ((z) = (o(||z]]). Let

z,p,q > 0 such that 1/p + 1/q = 1. We note:
D<Z), V) = inf Do(u=*&v).
(i) 6B oxp((e/~1) Das (x| Wl o))<= (w+to0)
Then, we have:
log(z)

(2) o\
Do (¢, vx() < Dp(a71)+l,q(afl)+l,<('u’ V)+q(a 1)

In the case ¢ = 1:

log(2)

(=)
Da(px v () < Dog o c(p,v) + —=—.

This lemma yields a general Wasserstein mechanism
that incorporates the noise distribution within the
shift.

Theorem 4.2 (Distribution Aware General Wasser-
stein Mechanism, DAGWM). Let f : D — R? be a
numerical query and ¢ a radial decreasing noise dis-
tribution: ((z) = Co(||2]|). Let ¢ > 1. For (si,s;) €
Q,0 € O, we note uf = P(f(X)|si,0). We denote:

qu"o‘ = max inf
(si,5;)€S P(X,Y)el(p¢,u%)
6co
E [eqm—l)Dq(Hm<<o*||X7YH,<o> .
Let N = (Ny,...,Ng) ~ ¢, where Ni,..., Ny are id

real random variables independent of the dataset X.

[SER
Then, M(X) = f(X)+N satisfies (o, %)—RPP
[STAC
for all & € (1,+00) and limg_ 40 25242 PP,

Leveraging this result allows for the design of mech-
anisms with sensitivity constrained by p-Wasserstein
distances (W,). In particular, we will consider noise
drawn from generalized Cauchy distributions, origi-
nally introduced by [Rided (1957).

Definition 4.3 (Generalized Cauchy Distributions).
Let £ > 2, A > 0. We say that the real random variable
V ~ GCauchy(\ k) if it has the following density:

Cen(x) = MW,J} eRand [(pa(z)de =1.

The Cauchy distribution is the special case k = 2.

Using generalized Cauchy noise enables to consider W),
shifts while ensuring the existence of moments for large
values of k.

Corollary 4.1
note Q. the
inder o > 1.

(Cauchy Mechanism). We de-
Legendre polynomial of integer
Let Kk > 2 and ¢ > 1 such

that kqlaw — 1)/2 is an integer. We note:
AGTY = max Wigamy) (P(f(X)]5:,60), P(F(X)]s;,6)),

(si,85)€S
0co

with Wig(a—1) computed with the lo norm. Then,
M(X) = f(X)+V with V ~ GCauchy (\ k) is

- kq(a—1) \ 2
log 2527 Qu a1y /2 (1+<AG > ) )
a, a— -RPP.
In Example 1| for ¢ = 1 and a@ = k = 2, we
have AZ™° = +/14+3p and noising with V ~
° 1+3p
Cauchy(\) in DAGWM ensures <a, %

RPP, while the GWM for the same noise distribu-
o 4
% -RPP. Hence, in this case
DAGWM is better than GWM, as it allows to capture
the correlation between the attributes. In the general
case, DAGWM consistently outperforms GWM.

Proposition 4.3 (Utility of the DAGWM, infor-
mal). The DAGWM always offers more utility than
the GWM at no privacy cost (see Appendiz [A.4.4) for
details).

tion gives <a,

5 Protection Against Close
Adversaries

In Pufferfish, the set © represents the possible beliefs
of the adversary. It needs to be large enough to
prevent harmful privacy leaks, but there is also a
no free lunch theorem that states that if © is too
large then the resulting mechanism will have poor
utility (Kifer and Machanavajjhala, 2014).  Hence,
it is important to quantify the privacy protection
offered by a mechanism M when the belief ' of the
adversary is not in ©.

This question has been addressed for a Pufferfish pri-
vate mechanism by [Song et all (2017). The theorem
derived by ISong et all (2017), which we recall in Ap-
pendix [A 5l for completeness, shows that if 6 is A-close
to some 0 € O, then M retains its Pufferfish privacy
guarantees for 6/ up to an additive penalty 2A. How-
ever, A is measured in co-Rényi divergence, which cor-
responds to a worst-case scenario, and can thus be very
large. We extend this result to our RPP framework,
allowing the use of a-Rényi divergences.

Theorem 5.1 (RPP protection against close adver-
saries). Let p,q,r > 0 such that %—I— % —|—% =1, and let
M be a mechanism that satisfies M is (q(a—1/p),e)-
RPP in a framework (S, Q,0). Let ' ¢ © and

= inf sup Do) (P(X]s;,0"), P(X]s;,0)),
96@&;65

= inf sup D(q_1y,41 (P(X]si,0), P(X]s;,0")).
S

1
AP
2
AL
06@5»;6
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Then, for all « € (1,00), M satisfies:

1 1
1 T+q 1 2
(a, (1+m)8+ (1+ o — 1)A +A -RPP

for (S,0,0) with © =0 U {0'}.

This theorem employs a-Rényi divergences and can be
viewed as a generalization of the result of [Song et all
(2017), which we recover as a special case for a = +00.
Our result can provide better privacy guarantees in sit-
uations where the original one gives poor guarantees.
Note that neither Theorem [5.1] nor the original result
of [Song et all (2017) exploit the characteristics of the
particular mechanism M of interest in the quantifi-
cation of the additional privacy loss. As a matter of
fact, it is likely that a mechanism with large variance
would yield more robust guarantees. Interestingly, we
can address this issue by refining our result to additive
noise mechanisms using the shift reduction lemma, see
Appendix [AF] for details.

A possible application of the above result is to analyze
the privacy guarantees of differentially private mecha-
nisms under weakly-correlated data.

6 Privacy Amplification by Iteration

Analyzing the privacy guarantees of Pufferfish pri-
vacy under composition is known to be challeng-
ing (Kifer and Machanavajjhala, [2014). While Puffer-
fish satisfies a form of parallel composition (see Ap-
pendix for the result in RPP), to our knowl-
edge there does not exist any theorem providing
mechanism-agnostic guarantees for sequential compo-
sition in Pufferfish privacy. As an alternative to com-
position, we show in this section that RPP is amenable
to privacy amplification by iteration, providing a way
to analyze iterative gradient descent algorithms for
convex optimization.

6.1 Theoretical Results

In differential privacy, privacy amplification by iter-
ation (PABI) allows to evaluate the privacy loss of
applying multiple contractive noisy iterations to a
dataset and releasing only the output of the last it-
eration (Feldman et all, [2018; |Altschuler and Talwaxl,
2022). PABI has often been employed in private ma-
chine learning to analyze the privacy cost of projected
noisy stochastic gradient descent (DP-SGD), bypass-
ing the use of composition (Feldman et all, 2018).
However, existing PABI results for differential privacy
cannot be used in Pufferfish privacy. These results
consider the distribution shift between two processes
performed on two neighboring datasets (equal up to

one element) and how this additional shift propagates
through the rest of the iterations. In Pufferfish, pri-
vacy is obtained by conditioning over secrets and the
dataset is sampled from an adversary’s prior. This
means that two datasets with different secrets might
share no common elements. Hence, the original worst
case PABI analysis must be adapted to account for
shifts at each iteration, while measuring these shifts
based on the dataset distribution conditioned by the
secrets.

We start by defining contractive noisy iterations.

Definition 6.1 (Contractive noisy iteration (CNI)).
Let Z ¢ R% Given an initial random state Wy € Z,
a sequence of random variables {X;}, a sequence of
contractive maps in their first argument ¢, : Z x D —
Z and a sequence of noise distributions {(;}, we define
the Contractive Noisy Iteration (CNI) by the following
update rule:

Wig1 = Yep1 (W, Xeg1) + Nigas

where Nip1 ~  (pg1- For brevity, we refer to
the result Wp of the CNI at the time step T by

CNIT(Wo, { X4}, {te}, {G ).

As opposed to the work of [Feldman et all (2018), we
make an explicit reference to the dataset distribution
modeled by the random sequence {X;} in the CNI def-
inition. The original PABI analysis leverages a con-
traction lemma that we need to adapt to the Puffer-
fish setting. We prove a new contraction lemma which
incorporates the co-Wasserstein distance to take into
account the dataset distribution.

Lemma 6.1 (Dataset Dependent Contraction
lemma). Let ¢ be a contractive map in its first argu-
ment on (Z,|-1|). Let X,X’" be two r.v’s. Suppose
that sup,, Weo (¥(w, X),¥(w, X’) < s. Then, for
z>0:

DR (W, X), p(W', X)) < DI (W, W).

Coupled with the original shift reduction lemma
(Lemma B.T]), this contraction lemma yields a relax-
ation of the original PABI bounds, allowing take into

account the dataset distribution in the measurement
of the shifts.

Theorem 6.1 (Dataset Dependent PABI). Let Xt
and X, denote the output of CNIp(Wo, {1}, {(}, X)
and  CNIp(Wo, {¢i}, {G}, X7). Let s =
sup,, Weo (¥ (w, X), (w, X')). Let ai,...,ar be
a sequence of reals and let zp =Y, ., i — Y .oy ;- If
2z > 0 for all t, then, we have: B B

T
DG (Xr, X7) SZ (G, ar).
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6.2 Application to Convex Optimization

Our new PABI bounds allow for an analysis of the pro-
jected noisy gradient descent in the RPP framework.

Let m,d, T > 0. Let (S, Q,0) be a Pufferfish frame-
work. We note X the set of values taken by the
elements of the dataset. Let (s;,s;) € 9,0 € ©.
We note X = (X1,...,Xr) ~ P(X]s;,0) and X' =
(X1,...,Xp) ~ P(X]|s;,0). We assume that X C R™.
Let f : RY x X — R be an objective function. We
assume that f is convex and make the following addi-
tional assumptions:

e fis L-Lipschitz in its first argument: there exists
L > 0 such that Vo € X, w;,wy € R?,

[f (w1, 2) = fwz, 2)|| < Lllwi — wel.

e f is B-smooth in its first argument: there exists
B > 0 such that Vo € X, wy,ws € R?,

[V f (w1, 2) = Vi f (w2, 2) || < Bllwr — wal|.

o f satisfies the following condition: Vzxi,ze €

X,w; € R% 3C,, > 0 such as :

[V f(wr,z1) = Ve f(wr, 22)|| < Cu, |21 — 22]].

The last assumption, which is used in the adversarial
training literature (see e.g., [Liu et all, 2020), is satis-
fied in certain simple settings as linear regression. It
enables to take into account the distribution of the
gradients as a function of the distribution of the data
in our PABI analysis. From these conditions, we can
show that V1,22 € X, w; € R% 3C,, > 0 such that:

[V f(wr,21) =V f(wi, z2)|| < min(2L, Cy, |21 —22]]).

Let IT : R? — R? be a projection over a compact K C
R? and 1 > 0 such that n < 2/3. By Proposition 18
of [Feldman et all (2018), the weight update function:

¥ :RTx X —» R?
(va) = H(U - nv’wf(vvx))

is contractive. Let Wy, = W{j € K be the ini-
tial weight and (3,...,{r be noise distributions. We
note (Ni,...,Np) ~ ®I_,(x and for all t € [1,T],
Wi = p(Wi—1, X4) + Ney W) = p(W{_y, X{) + N:.
Then, we note:

s; =1 sug Weoo (Vau (v, Xt), Vi f (v, X7))
ve
< nmin(2L, sup C, Weo (Xy, X7))
vel

As an example of application of Theorem [6.1] in the
case where N; ~ N (0,021,) as in DP-SGD, and taking
(at) = (s¢), we have:

o T
Do(Wy, Wi) < % 3" min(2L, sup O, Weo (X0, X))
g vek
t=1

To interpret this formula, we can look at some extreme
cases. Let the secrets s¢ = {X; = a},s? = {X; = b},
t € [1,T],a,b € X. If the adversary has a prior of
high correlations, such as for example X; = --- = X,
X{ ==X, we get:

Ton?
Do(Wp, W) < ==L min(2L, |a — b sup C,,)?,
velkl
which is no better than the group privacy analysis. On
the other hand, when data points are independent as
in differential privacy, we get:

2
Do(Wr, W7) < a_772 min(2L, ||a — b|| sup C,)?.
20 ve

In this case, the upper bound is independent of T" and
we thus obtain much better results than with group
privacy. In fact, our result in Theorem is general
enough to recover the original results of [Feldman et al.
(2018) for DP-SGD as a special case.

Remark (DP as a special case, informal). Theorem [6.]
allows to recover the same privacy bounds as Theorem
23 of [Feldman et al. (2018) (see Appendix [A.6.4] for
details).

7 Conclusion

We presented a new framework, called Rényi Pufferfish
privacy, which extends the original Pufferfish privacy
definition. We designed general additive noise mech-
anisms for achieving (approximate) Rényi Pufferfish
privacy and discussed their utility and robustness to
close adversaries. As a way to use Pufferfish privacy
to analyze sequential algorithms, we derived a privacy
amplification by iteration result which allows to bypass
the lack of sequential composition theorems. We put
forward a first application of this analysis for convex
optimization with gradient descent. We believe that
our results are a first step towards the integration of
Pufferfish in machine learning algorithms. Potential
areas for future work include a tighter PABI analy-
sis with other shift reduction lemmas, and a numerical
analysis of Rényi Pufferfish privacy mechanisms to op-
timize utility in practical use-cases.
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A  Appendix

This appendix provides some useful background, as well as more detailed versions of our results, along with their
proofs.

A.1 Properties of Rényi Pufferfish Privacy (Section [2)

A.1.1 Proof of Proposition 2.7]

Proposition [2.7] (Post-processing). Let My be a randomized algorithm and M be («,e)-RPP. Then,
Do (P (My(M(X)) [ 81,0) , P(Mi(M(X)) | 55,0))
< Do (P (M(X) | 5,0), P(M(X) | 55,0)) <e.

Proof. Let S, Q, ©) be a Pufferfish framework. Let (s;,s;) € ©Q,0 € ©, a > 1 and € > 0. Let M; be a randomized
algorithm and M satisfying («, £)-RPP. Then,

D (P (MX) [ 50:6), P M) | 53.0) = Ezrisaron | oite =) |

PM(X)=2]s;0\"
= E(2/,2)~(P(Mi (M(X))|57,0), P(M(X)]5;.0)) P(M(X)=Z]s;0)
—E P(M(X)=2Z]s,0) P(Mi(M(X)) =Z" | M(X) = Z2)\"
- (Z =Z)N(P(M1(M(X)”Sjve)wP(M(X)‘sj7‘9)) P(M(X) -7 | Sj,e) P(Ml(M(X)) -7 | M(X) — Z)
PMMX)=Z'M(X)=2Z]s;,0)\"
= E(Z/,Z)~(P(M1(M(X))|sj,0),P(M(X):|sj-,0)) P (M (M(X)) = Z’,M(X) —_7 | Sj,6‘)
[ PMiM(X)) =2 M(X)=Z]s:,0)\"
= EZ’NP(Ml(M(X))\ijG) EZ~P(M(X)\M1(M(X)),sj,0) P(M1(M(X)) — Z’,M(X) —7 | Sj,e)
PMMX)=Z'M(X)=Z]|s;,0)]1\"
> EZ/NP(Ml(M(X))\sj,e) (Ez~P(M(X)|M1(M(X)),sj,9) [P(Ml(M(X)) — 7 MX) =7 | SJ,Q) Jensen inequality
_E (E P(M(M(X)) = 7' | 5,0)]\"
= HZ'~P(M1(M(X))]s;,0) Z~P(M(X)|M1(M(X)),s;,6) P (M (M(X)) =2Z"] ;,0)
e [(PMUMX) = Z ] 50,0)\"
T PO OO [P (Mi(M(X) = Z ] 55,6)

= Do (P (M1(M(X)) | 5i,0) , P (M1 (M(X)) | 55,0)).-
Thus,

Do (P (Mi(M(X)) | 55,0) , P(Mi(M(X)) | 55,0)) < Do (P(M(X) | 55,0), P (M(X) | 55,0)) <e. O
A.1.2 Proof of Proposition
Proposition 2.2 (RPP implies PP). If M is (a,)-RPP, it also satisfies (¢ + €30 6)_PP for all § € (0,1).
Proof. The proof technique of [Mironov (2017) remains applicable in the context of Rényi Pufferfish privacy. For

clarity and completeness, we showcase it here. Let € > 0, > 1. Let (S, Q, ©) be a Pufferfish privacy framework
and M an (o, €)-RPP mechanism. Let § € (0,1), 8 € ©, (s;,s;) € Q and z € Range(M). Then, we have:

P(M(X) = z|s;,0)" < e@DPa(PMX)[s0.0). PMX)]53:0) p(M(X) = 255,0)* " < @ DP(M(X) = 2|s;,0)* ",

Q=

where the first inequality is obtained by Holder inequality applied to the functions ( £‘”1) and ¢g“s . We then
consider two cases:

e Case 1: e P (M(X) = z|s;,0) < §a-1. Then, P (M(X) = z|s;,0) <5 < P(M(X) = z|s;,0) + 4.



Clément Pierquin, Aurélien Bellet, Marc Tommasi, Matthieu Boussard

e Case 2: eP (M(X) = z|s;,60) > §a-1. Then,

P(M(X) = z|si,0) < (e"P (M(X) = z|s;,0)) (e°P (M(X) = 2ls;,0)) =
<efP(M(X
<eP(M(X

= z|s;,0) gar

(
(X) = z|s;,0) + 0. O

~— ~—

A.2 General Wasserstein Mechanism (Section [3])

A.2.1 Proof of Proposition [3.7]

Proposition Bl We refer to radial decreasing functions ¢ defined on R% as the functions which have the
following properties:

e ( is a radial function: there exists a real valued function (o such that for all z € RY, ((z) = (o(|z]))-

e (( is decreasing.

Let ¢ defined on R? be a radial decreasing function. Then, x € R +— Do ((_r,() is radial decreasing and for

z € R7 RQ(Ca Z) = Da(cofzaCO) = Da(C(—z,O,...,O)v C)

Proof. We show that x € RY +— D,(¢_,,¢) is radial decreasing. Let x € R We note: (i(z) =

S/ Wcﬂu. We note p the rotation which rotates x around the origin onto the first coordinate:

p(x) = (]|z]],0,...,0). We have:

exp((@ = 1) Dal(s.C) /C“_“””adu
Co(l\p(u—x)ll)“d

Co[lp(u >||>a T (p is norm-preserving)
O [e%
/co lp(u - |p||:z:|)”)al UINEPs B

Gollv = (], 0, - .., 0)[)

Co(llvffy=1
=G () (because p is a rotation: |det J,-1(v)| = 1)

|det J,-1 (v)| dv (by change of variable v = p(u))

Then,  — D, (¢_,, () is radial decreasing.

Now we prove that, for z > 0, Ra((,2) = Da(Co_.,C0). We have: Ra((,2) = supyj<, DalC-2,¢) =
SUPg<y <> Dal(Co_,,Co) and the application z +— (o(|2|) is defined on R, symmetric and decreasing on R*.

Let 0 <z <a, N ~ (. We have:

(@) Da (N+(,0,0..0).N) _ y(a—1)Da(N+(20,.-.0),N) _ / Gz —a)* /m Gl —2)*
- a—1 —1
—o0 CO( ) —o0 CO( )

_ [T G@) — G —zta) T (=)t — (- — 2)°
_/o Gol d /

x+a)*1 Y Co(—z)oT
[T @) =G —z+a)* | Clx+z—a)* —G@)”
B /o Co(x + a)>t * Co(z —a)*—t e

using the symmetry of (y and multiple changes of variables.

Now, we show that erOO Co(m)qz(_ﬁfga Zja)a + CO(IT(;)&);CO( 2)® > . First, we know that {o(z + a) < {o(x — a).

If z > a, it comes from the fact that (p is decreasing on RT. If 0 < x < a, by symmetry (o(z — a) = (o(a — x) >
Co(a + x). By the same argument, (o(z + a — z) < {o(z + z — a). Since for any x > 0, {o(z) > (o(z +a — 2), we

dzr
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have:
G@)* G —2z+a)*  CG@+z-a)* —G@)* @) —C@ta—2* Grt+a—2)"— (@)
oz +a)*! Co(x —a)*! B oz +a)*! Co(x —a)*!
= (Co(z)* = Co(z +a—2)%) <<O(=T —l—la)o‘_l - Colx —1a)0‘_1) 20
O

A.2.2 Proof of Theorem [3.1]

Theorem [3.1] (General Wasserstein mechanism, GWM). Let f : D — RY be a numerical query and denote:

Ag = max Woo (P(f(X)lsi.0). P(f(X)]s;.0))
0c©

Let N = (Ny,...,Ny) ~ C, where Ny,...,Ng are #d real random variables independent of the data X. Then,
M(X) = f(X) + N satisfies (o, Ro (¢, Ag))-RPP for all a € (1,4+00) and Ro (¢, Ag)-PP.

Proof. Let (S, Q,0) be a Pufferfish privacy instance. Let f : D — R¢ be a numerical query and denote:

Ag = (sfga)xeswoo (P(f(X)|S“9)7P(f(X)|SJ79)) :
0,€©

Let N = (Ny,...,Ng) ~ ¢, where Ny, ..., Ny are iid real random variables independent of the data X. We use

the abuse of notation Do (X|g,Y|g) = Do(P(X|E), P(Y|E)). Let a > 1, 2 > 0, (s;,5;) € Q and 6 € ©. By the
shift reduction lemma (Lemma [BI]), we have:

Da ((f(X) 4 N) g0 (FOO +N)y o) < D (F(X) o0 F(X)js, 0) + Ra(C: 2).

By definition,

D (J(X) a0 F(X)js, ) = inf Do (W fD)1es0).
WE'P(Rd)?Woo(va(X)\Si’e)Sz
and
DWee (P(F(0)5:.0),P(F(X)]5;.6))) (f(X)1s:.0, F(X)s,.0) = 0.
Then,

Do ((FX)+ N)jy 0 (FO0) + V) ) < Ra (6 Woe (P53, 0), PF(X)]s5,60))) < R (¢ Ac) . OO

A.2.3 Proof of Corollary [3.7]

Corollary [3.3] (Privacy guarantees for usual noise distributions). We note I; the identity matriz of size d.
Plugging the expressions of Roo((,2) and Ra((, 2) for Laplacian and Gaussian distributions, we obtain:

e M(X)= f(X)+ N with N ~N(0, %Id) and Ag computed on the la norm is (a,e)-RPP.

o M(X)= f(X)+L with L ~Lap(0, pI) and Ag computed on the Iy norm is (a, —Llog (2etcle=D/ry
g=kedae/r) ) RPP.

2c0—

e M(X) = f(X)+ L with L ~ Lap (0, 22 1) with Ac computed on the l; norm is e-PP.

Proof. The result is directly obtained by plugging Rényi divergences of shifts into the GWM and using Propo-
sition B.Il Let o > 1,2 > 0.
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e Lap(0, pI,) is radial decreasing for the {3 norm and for L ~ Lap(0, pl,),

1 « a—1
D, (L L) = 1 Ag(a=1)/p NAN
(L+2,L) a—10g<2a—1 +2a—1

e N(0,021,) is radial decreasing for the I norm and for N ~ N(0,02%1;), Do(N + 2z, N) = 20;.

A.2.4 Utility of the GWM (Proposition [3.2])

Below, we make the informal result of Proposition [3.2] precise and provide its proof.

Proposition A.1 (Utility of the GWM). Let n,dy,...,d, € N*. Let (S, Q,0) be a Pufferfish framework such
that, for each 6 € ©, 6 = ®}_, 0y, with 0, € P(R¥*). We note X = (X{,... ,X;l, oy X3 ) ~ 0. We assume that
sty ={XF=a}eSand Q= {(s¢y,s0,);k€{1,...,n},i € {1,...,dr},a,b e R}. FollowinglSong et all (2017
we define the corresponding group differential privacy of the Pufferfish framework as: Gy = (2%, ... ,:csk) € R%
and Dy, = {(z,2") € R% such that x and 2’ only differ in Gy}.

Agroup(f) =, max | max ||f(x) - f(')].

Then, Ag < Acroup(f).

Proof. Let (s¢,,5,) € Q,0 € ©, with 0 = @}_,0x. Let Y ~ P(f(X)|s¢,,0). Let Z ~ 6;|s?, drawn independently

, YFifk#£1
from Y. For k € [1,n],i € [1, dx]. We define Y } = { kA

and Y/ = (Y;1,..., Y1, ..., Y,"™).
Z; else (¥ 4 d")

Then, (Y,Y') € Dy, Y' ~ P(f(X)|s?,) and:

IY =Yl < max |If() = f@)] < Acrovr(f):

Then, Weo (P(f(X)[s2,), P(f(X)]s")) < Acrour(f) and Ag < Agrour(f). O

A.3 Approximate General Wasserstein Mechanism (Section [4.1])

A.3.1 Proof of Lemma [4.7]

Lemma @1l u and v are (z,6)-near iff 3X ~ u,Y ~v and V € P(R?) such that X +V =Y and P(||V] >
z) < 0.

Proof. Let z >0, 6 € (0,1), u, v two distributions on R? such that p and v are (z,0)-near. Then, there exists 7
a coupling between p and v such that [ dr(z,y) > 1— 48 and V(z,y) € R, ||z —y[| < 2. Wenote V =Y - W
where (W,Y) is drawn from the coupling 7. We observe that R C {(z,); ||z — y|| < z}.

Then, P(||[V]]| > 2) < P(W,Y) ¢ R) = fRd\R dm(z,y) < 4.

For the opposite side, consider the coupling 7 of the pair (W,Y") such that W ~ p, Y ~v and W+ V =Y with
P(|V] > 2) <.

Then, P(|V|| < 2) = fllw—yll<z dr(z,y) >1—94. O

A.3.2 Proof of Lemma [4.2]

Lemma (Approximate shift reduction). Let p,v,( be three distributions on R?. We denote D&Y (V) =
inf D, (i, v). Then, for all 6 € (0,1), there exists an event E such that P(E) > 1— 4 and:

i’ (z,0)-near
Do (= Qs (0% Q) < DED (1) + (6 2) + — o (2 ).
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Proof. Let @ > 1,2 > 0, X ~ u,Y ~v,N ~ ¢ and W ~ & € P(RY) such that P(|W| > z) = § and N is
independent of X, Y and W. We use the abuse of notation D, (u,v) = Do(X,Y), with X ~ p, Y ~ v. We
consider the event E = {||W]| < z}. Like in the original proof of the shift reduction lemma of [Feldman et al.
(2018), we have:

Do((X +N)jg, Y + N)=Do((X + W+ N = W), Y + N) < Do((X + W,N — W), (Y,N)).
by post-processing (Proposition 2.1]) for M;(z,y) = « + y. Then, we have:

Do((X +W,N — W)z, (Y, N))

! 1og </ P(XJrW,NfW)\E(‘Tuy)adxd >
o— Py n(z,y)o—1 Y

PX+W\E( Py W\EX-!—W «(y)* -
o T drty)

1Og< PX+W\E (/ PN—WCE(,)g-l-VVl—w(y)a dy) da:>
y)*-

1Og/Px+W|E /(f||u<z PN—W|X+W:m,w:u(y)E(U)dU)a

Cly)e )b
o PX+W\E W+ e dudy | da
o= g( </||u< Cy)r—t (u)d dy) ; )
< 10g< PXJFW‘E ad ) + R (¢, 2).
Yet,
Pxywip(z)® = (PXJFW(x) _£((5))PX+WE(x)> < Pﬁfvgf
Thus:
Do((X +W,N — W)|E= (Y,N))
< Do(X +W,Y) + Ra(C, 2) — f11og(1_5). O

A.3.3 Proof of Proposition [4.7]
Proposition [l If M is (+00,¢,d)-approzimate RPP, then it is (¢,6)-PP

Proof. The proof uses the same approach as the Lemma 8.8 of [Bun and Steinkd (2016). Let (s;,s;) € Q, 0 €
©. Without loss of generality, we assume that there exists E, E’ such that P(E) =1—6,P(E’) =1— 4 and we
have: Doo (P(M(X) =w | 5;,0,E),P(M(X)=w|s;,0,E")) <e. Then,

PMX)=w]s;0,FE)

sup log <e.
weERange(M) P (M(X) =w | S, 9, El)

PM(X)=w|sj,0)=PE)P(M(X)=w|s;,0,E")+ PE)P (M(X) =w| Sj,H,E’)
>(1-0)PM(X)=w|s;0,E"),
PM(X)=w|s;0)=P(E)P(M(X)=w]s;,0,E)+ P(E)P (M(X)=w]s;0,E)

<(1-80)PM(X)=w|s;0,E)+§
<1-80)PM(X)=w]|s;,0,E)e"+5
<PM(X)=w]s;,0)e +4. O
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A.3.4 Proof of Theorem (4.1]

Theorem [4.1] (General approximate Wasserstein mechanism). Let f : D — R? be a numerical query. For all
0 € (0,1), let us denote:

Ags > inf{z € R;¥(s;,s;) € S,V0 € O,
(P((f(X)]|s4,0), P(f(X)]s;,0)) are (z,0)-near}.
Let N = (Ny,...,Ng) ~ (, where Ny,...,Nq are iid real random wvariables independent of the dataset X.

Then, M = f(X) + N satisfies (o, Ro((, Ag,s) + 25 log 1175,5)—appmximate RPP for all @ € (1,400) and
(Ro (¢, Ag.5) + log 125, 0)-PP.

Proof. This proof is similar to Theorem Bl but we use the approximate shift reduction lemma (Lemma [£.2]).
We use the abuse of notation Dy (X, Y|g) = Do(P(X|E), P(Y|E)). Let f : D — R% be a numerical query and
N = (Ny,...,Ng) ~ ¢, where Ny, ..., Ny are iid real random variables independent of the data X. Let ¢ € (0,1).
Let us denote:

Ags > inf{z € R;V(s;,s;) € S,V0 € ©,(P(f(X)|ss,0), P(f(X)|s;,0)) are (z,9)-near}.

By the approximate shift reduction lemma (Lemma [.2]), there exists E such that P(E) > 1 — § and:

Do (FX) + N) g () + V), ) < DD (F(X) o0 S (X, ) + Ra(€, 2) — —— log(1 = ).
By deﬁnitiona
(2,8) = . ‘
Da (f(X)|Si,97 f(X)\Sjﬁ) #GP(Rd);,LL,P(f(Xlﬂiﬂe) are (z,é)—ncarDoz (/1'7 P(f(X) | 5]79))7
and Ac.a:0
DD (F(X) a2 F(X)1s, 6) = 0.
Thenu
D, ((f(X) + N)\E,si,e ) (f(X) + N)\Sjﬁ) < Ra(<7 AG";) N a—1 10g(1 - 5) i

A.3.5 Result for Usual Noise Distributions

We provide below a corollary of Theorem (1] that gives closed formula for usual noise distributions to get
approximate RPP guarantees.

Proposition A.2 (Approximate Wasserstein mechanism). We note Iy the identity matriz of size d. The results

are similar to those of the general Wasserstein mechanism (Corollary [31)), but with an additive term which
depends on 6:

- . aA2G’5 . .
e M(X)=X+ N with N ~ N(O, Wjd) is (o, €, 9)-approzimate RPP.
e M(X) = X + L with L ~ Lap(0,ply) is (o, =5 (log (b) — alog(1 — 6)) ,8)-approzimate RPP for b =

?a—1
a JAgs(a=1)/p 4 a=1 —~Agsa/p
2a-1° + 2a-1€ .

o M(X)= X + L with L ~ Lap (0, ﬁﬁg%[d) is (,0)-PP.

A.3.6 Relationship with distribution privacy results of |[Chen and Ohrimenkad (2023)

We start by recalling the definition of distribution privacy.

Definition A.1 (Distribution privacy|/Chen and Ohrimenkd (2023)). A mechanism M satisfies (g, §)-distribution
privacy with respect to a set of distribution pairs ¥ C © x © if for all pairs (¢;,%;) € U and all subsets
S C Range(M),

P(M(X) € Slipi) < eP(M(X) € Slip;) + 6,

where the expression P(M(X) € S|y) denotes the probability that M(X) given X ~ 1.
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For completeness, we recall the original approximate Wasserstein mechanism Theorem for distribution privacy
from |Chen and Ohrimenkd (2023).

Theorem A.1 (Approximate Wasserstein mechanism for distribution privacy|Chen and Ohrimenkad (2023)). Let
(¥, 0) be a distribution privacy framework. Let W >0, § € (0,1). Suppose that for all (v;,1;) € ¥, P(X | ;)
and P(X | ;) are (W,8)-near. Then M(X) = X + L where L ~ Lap(0, 2L 1) is (¢,8)-distribution private.

We now formally state and prove the equivalence between Pufferfish privacy and distribution privacy.

Proposition A.3. Let (E,B(E)) be a measurable space, where |E| < Ny is a topological space with its Borel
o-algebra B(E) and Ry is the cardinality of R. Let © C P(B(E)). Let (S, Q,0) be a Pufferfish privacy instance
and M a randomized mechanism. Then, there exists a distribution privacy instance (U,0') such that M is
(€,0)-PP iff M is (g,0)-distribution private. Conversely, let (U,0) be a distribution privacy instance. Then,
there exists a Pufferfish privacy instance (S, Q,0") such that M is (¢,0)-PP iff M is (e, §)-distribution private.

Remark. The condition |E| < Ny is quite general. In particular, it allows the data space to be (a subset of) R%,
thus covering typical data domains found in fields like data analysis, machine learning, text processing, computer
vision, and database management.

Proof. We show the equivalence between the Pufferfish privacy framework and the distribution privacy frame-
work. Let © C P(B(E)), where |E| < Nj.

o Let (S, Q,0) be a Pufferfish privacy instance. We consider:
U = {(P(X]|s;,0),P(X]s;,0)) such that (s;,s;) € Q,0 € © and P (s; | 0) #0,P (s; | 0) #0}.
Then,

Vw € Range(M), V(s ;) € U,
PM(X)=w|¢;) <eP(M(X)=w|v;)+0
—
Vw € Range(M),V(s;,s;) € Q,0 € © such that P (s; | 8) #0,P (s; | 0) #0,
PMX)=w|s,0) <ePMX)=w|s;,0)+0.

e Let (U, 0) be a distribution privacy instance. First, we consider the case where each ¢ € © is parametrized
by a vector p € R?, which means that there exists a bijection between a subset of R% and ©. For p € R?, if
it exists, we denote 1), € © the corresponding distribution. Then, we denote ® = {p € R? such that J) €
W (Yp,1h) € UV (4,9,) € U} and Q = {(p1, p2) € ® X ® such that (Y,,,v,,) € U} CR"™? and Il = {7 €
P(B(RY)) such that supp(n) = ®}. We consider:

S = {(sp = “X has been generated from the distribution v,”),Vp € ®},
Q = {(8p1 $p,) such that (p1,p2) € O},

0 = {977 € P(B(E)) such that 7 € ITA P(X0:) = / w(p)P(X|1/)p)dp} .
@

Then, Vw € Range(M),V(s;, s;) € Q,0, € ©', P(X|0x,s;) = P(X|y;). Thus, we have:

Vw € Range(M),V(1;,1;) € U,
P(M(X) = w | ) < P (M(X) = w | ;) +9
<~
Vw € Range(M),V(s;,s;) € Q,0 € © such that P (s; | 8) #0,P (s; | 0) #0,
PM(X)=w|s,0) <ePM(X)=w|s;,0)+0.
In this proof, the case |©| = n € N* is a case where ¢ € © can be parameterized. One such parameterization
is to define © = {91, ..., 1, } and the mapping i € N — 1); € ©.

The second part of the proof relies on the fact that the distributions of P(B(F)) are parameterizable. The
hypothesis |F| < ®; allows us to reduce to the case E = R, up to a bijection. Yet, every distribution of
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B(R) is entirely defined by its values taken on open intervals of R and each open interval of R is a countable
union of open intervals with rational endpoints. Therefore, |P(B(R))| < 2% = Ry, where the notation R
denotes the cardinal of N and we can map every distribution of R with elements of R.

O

Remark. The proof shows how to transition from the Pufferfish privacy framework to the distribution privacy
framework. Thus, it is possible to use Pufferfish private mechanisms to achieve distribution privacy guarantees
(and vice versa).

This equivalence result allows us to precisely compare our result (Theorem [MI) to the result
of IChen and Ohrimenkd (2023). Our approximate shift reduction result (Lemma [12]) induces an additional
term which prevents us from recovering exactly the results of (Chen and Ohrimenkd (2023) in the particular case
of the Laplace mechanism for PP. However, we believe that our analysis can be improved and lead to better re-
sults. More generally, our result can be used with a wide range of noise distributions and in the RPP framework,
which is more general than PP (and thus more general than distribution privacy).

A.3.7 Utility of the GAWM (Proposition [4.2])

Below, we make the informal result of Proposition [£.2] precise and provide its proof.

Proposition A.4 (Utility of the GAWM). Let (S, Q,0) be a Pufferfish framework, § € (0,1),a > 1 and let
M(X)=f(X)+ N, where X ~0 € ©, N ~( and f is a numerical query. Then, Ag as defined in Theorem [Tl
is greater or equal than Ag s defined in Theorem [[.1. Moreover, if Ro(Ag,s,¢) < Ra(Ag,C) + %7 log(1 —6)
then the GAWM achieves better utility than the GWM with («, e, d)-RPP, without additional privacy cost on the
€. It happens when Ag is sufficiently larger than Ag s, which happens when there exists (s;,s;) € Q,0 € © and

YY) ~m e T(P(f(X)]s:,0), P(f(X)|s;,0)) such that |Y —Y'|| is large with small probability.

Proof. Let (si,s;) € Q,0 € ©. Then, there exists (Y,Y’) ~ 7 € T'(P(f(X)|s:,8), P(f(X)|s;,0)) such that
P(]|]Y = Y'|| > Ag) = 0. Then, for any ¢§ € (0,1), P(]Y = Y'|| > Ag) < ¢ and by Lemma [L1] YV and Y’ are
(Ag, d)-near. Finally, Ag s < Ag. O

A.4 Leveraging W, metrics (Section [4.2)

A.4.1 Proof of Lemma [4.3]

Lemma [4.3] (Generalized shift reduction for radial decreasing noises). Let ¢ be a radial decreasing noise distri-
bution: ((z) = Co(||z||). Let z,p,q > 0 such that 1/p+1/q=1. We note :

D(Z), V) = inf Do(pu*&,v).
e gt Y) &, B [exp((o/=1)Dos (CoxlI W, Co))I<> s &0

Then, we have :

N log(2)
Da < D( ) — .
(1% G x Q) < Do 1y41.g(a-1)+1.c (V) + qla—1)
In the case ¢ = 1:
5 log(z
Da(U*CaV*C) < Df)o?a,g(ltvy) + a_( 1)

Proof. The proof construction is similar to the one developed in [Chen and Ohrimenka (2023). We do not apply
Jensen inequality at the last step of the proof to obtain Orlicz-Wasserstein metrics, and keep the result general
and working for a broader range of distributions. We use the abuse of notation D (,v) = Do (X,Y), with
X~pY~v o Letz2>0,X ~uY ~v, N~ ( be aradial decreasing noise and W ~ ¢ € P(R) such that:

Ew[exp(g(a — 1) Dgia—1)+1(Co * [[W]], ¢0))] < 2.

Let p,q > 0 such that % + % = 1. We want to compute : D,(X 4+ N,Y + N). By the post processing theorem
applied on the map f : (x,y) = x + y, and the fact that X + N = X + W — W + N, we have :

Do(X +N,Y 4+ N) <D (X +W,N—-W),(Y,N)).
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We have:

1 Poxtw,n—w)(z,y)”
D,((X + W,N —W),(Y,N)) a_110g< (P+m(x y;a_l dxdy

1 Px 1w () Py —wx+w=a(y)*"! )
- s (f V@) 1) drdy

(PXW(U))M (PNW|X+W_I<V>>“‘I]

logE  voxi+w
a—1 V~N-W|X4+W=U

v(U) ¢«(v)

(PX+W<U>)p<a‘1>

——logEpy~
p(a—l) Og Ly~ X+ W

1
+———=logE  v.x+w
q(a—1) VAN-W|X+W=U

(PNW|X+W—x

(V) q(a—1)
) ) 1 (2) by Holder inequality

Immediately (1) = Dyq—1)41(X + W,Y) and, given that

q(a—1)+1
PN—W|X+W:m(y)q(a_1)+1 = (/ PN—WW—z(y)f(Z)dZ)

= Ew [((y + W)~
<Ew [((y+W)"e 4]

we have:

q(a—1)

1 C(y + u)ala—D+1
= (J(T—l) log/ C(y)ale=1) &(u)Px 4w (x)dzdydu
1

log Ew ¢ [exp(q(a — 1) Dya—1)4+1(Co * W1, ¢o))]

~qla—1)
log(2)
“qla—1)

In the case p = 400, let W ~ £ € P(R) such that:

Ew [exp((a = 1)Da(Go * [ W], Go))] < 2.

Do((X +W,N—W),(Y,N)) < sup 1 log(PX+W(U)>al(3)

U~nx4+w o —1 v(U)
1 PNW|X+W_x(V))a_1
+ ——logE ~ 4
(a—1) & VNNQW)T;YWzU ( V) W

Yet, (3) = Doo(Px+w,v) and:

a—1
=gy | (FHGTE) PRt
< —— logEw~e [exp((er = 1) Da(Go * [|W]], Go))]
< log(z)

— . O
a—1
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A.4.2 Proof of Theorem

Theorem (Distribution Aware General Wasserstein Mechanism). Let f : D — R? be a numerical query and
¢ a radial decreasing noise distribution. Let ¢ > 1. For (s;,s;) € Q,0 € ©, we note uf = P(f(X)|s;,0). We
denote:

AST" —  max inf B [0 0P nn GrIX 0],
(sie,s]%)es P(X,Y)GF(#?,;L?)
€6

Let N = (Ny,...,Ng) ~ ¢, where Ni,..., Ny are iid real random variables independent of the data X. Then,

[STAC [STAC
M(X) = f(X) + N satisfies (a, %)—RPP for all a € (1,+00) and limy— 400 %—PP.

Proof. The proof is similar to Theorem Bl but we use the generalized shift reduction lemma (Lemma [£3)). Let
(S, Q,0) be a Pufferfish privacy instance. Let f : D — R? be a numerical query and denote:

Agqua: max inf E | e2(@=1)Dga—1)+1 (Co*[ X =Y [ ,¢o) |
(Sié,sé)@es P(X,Y)el (puf ,n9)
K2

Let N = (Ny,...,N4) ~ ¢, where Nq,..., Ny are iid real random variables independent of the data X. Let
a>1,2>0,(si,s;) € Qand 6§ € ©. We use the abuse of notation Do (X|g,Y|g) = Do(P(X|E), P(Y|E)). By
the shift reduction lemma (Lemma [3)), we have:

2 log(2)
Do ((FX) + N0 (FX) + V)i 0) DS 4 e nyene (XD isn S(X)1s,0) + oD
By definition,
D& X 0o F(X)1s. 0) = inf Do (W, £(X)1s. ),
s rgtanen FErecs: FO1es0) WEP®); B lexp(a(o—1) D11 (Coxl W= (X); oll o)<z (W £(X D)

and
(exp(g(a—1) Dy(a—1y41 (Co* [ F(X) ;0= F(X) < 011,0))
Dp(a—l)-‘rl,q(aq—l)-‘rl,C (f(X)\Siﬁ’ f(X)|5j79) =0.
Then,
log(Ag’q’O‘)
D, X)+N). o, (f(X)+N), o) <——=——. =
(O + Ny (FX) 4 N, ) < BEs

A.4.3 Proof of Corollary [4.1]
Divergences of shifts in Cauchy distributions have been discussed in [Verdd (2023). We generalize their results
for certain types of generalized Cauchy distributions in the following lemma.

Lemma A.1 (Shifts of generalized Cauchy distributions). Let k € N*,a > 1,A > 0 and B > 0 such that
Coox 1T — ﬂk)\(m)% verifies f(kyA(:zr)d:r =1. Let X ~ (i, and z > 0. Then,

1 ﬂkymr 2’2
Da(X + 27X> < mlog Y Qk(a—l)/? <1 + F) )

where Qp(a—1)/2 15 the Legendre function of the first kind of index k(a —1)/2.
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Proof. Let A,z > 0,k € N*. We have:

M - — (1 + Az — 2))2)(a—1)k/2 )
/ Ger (@) e ﬂky)\/ (14 (Ax)2)**/? d
~ Bra (1 +(u— /\2)2)(0471)k/2d
= T/ (1 +u2)ak/2 u
Boa ™2 (1+ (tan(t) — Az)2) @~V
-5 ~/—7r/2 ( (1+ tan(t)g)a)k/2 (1+ tanQ(t))dt

A

B [P 2 2_o\(@=Dk/2 o ka1

== (1 + tan?(¢) — 2tan(t)Az + A*z%) (cos*(t)) dt
/2 (a—1)k/2

= T / (cos?(t)(1 + tan®(t) — 2tan(t)Az + A*2?)) (cos?(t))*/*~Ldt
/2

< ﬂk—)\)‘ / (1 — 2sin(t) cos(t)Az + cos*(£)A\*2?)) (a=DF/2 gy

Brr / (1 — sin(t)Az + (cos(t) + 1))\222/2))(0‘71)]6/2 dt

< Dra / (14 A222/2 — sin(t) Az + cos()A222/2)) V% q

m ) s (a—1)k/2
(1+/\ z /2+\/)\2+)\222/2cos(t)) dt,

And Q. (%) is defined by:

We are now ready to prove Corollary 11

Corollary @.1] (Cauchy Mechanism). We denote Q,, the Legendre polynomial of integer index o > 1. Let k > 2
and q > 1 such that kq(a — 1)/2 is an integer. We note:

kq(a—
AGq( b = (s»II;E-lJ)XESqu(a_l) (P(f(X)|Slv 9)7 P(f(X)|Sjv 9)) .
é)ié@

Broam Aéq(afl)

2
10g by qu(ocfl)/Z 1+ by ) )
Then, M(X) = f(X)+ V with V ~ GCauchy (0, A\, k) is | «, Y -RPP.
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Proof. By Lemma [A.T], we have:

qu’a — max inf E [64(06*1)Dq(a—1)+1(CO*HX*YHyCO)}
(si,85)€S P(X, Y)EF(;,%,HJ
0,€0
Br AT < ||X—Y|2)]
max inf E (a— 14 0
T (si,8,)€S P(X,Y)eT(uf 1) [ qu 1)/2 A2
0,€0
Bk AT ( X — le)i : .
ma, inf 1+ Proia— is a polynomial
(5175J)X65 P(X, Y)EF(,ue 9) Z A A2 ka( 1)/2 poly
0;€0 i=
kq(a—1)/2 ¢ . i
< max inf <Z) Bk’Aﬂ-aiE {”X _ YH2 ]
(si,8;)€S P(X,Y)€T (1uf 1) -~ = l A A2
0,€0 = =
kq(a—1)/2 4 . kq(a—1) ﬁ
JE ||| X —Y||"
< max inf <Z) Brama; | | oF ] Jensen inequality (2¢ < kq(a — 1))
(si55)€S P(X,Y)ED(uff) =5 =5 l A 220
0,€0 =
kq(a—=1)/2 4 . 0 9\2i
? Bk,)\ﬂ-ai Wk a—1 (:uz s [ ) .-
< (sﬂ?)XeS Z Z (l) 3 al ))\21' 2~ by definition of Wyg(a—1)
iee =0 l 0
Br AT qu(afl) (M?a N§)2
1 . O
(SIH;J)GS 2\ qu(a 1)/2 + 2
0,€0

A.4.4 Utility of the DAGWM (Proposition [4.3])

Below, we make the informal result of Proposition 3] precise and provide its proof.

Proposition A.5 (Utility of the DAGWM). Let (S, Q,©) be a Pufferfish framework, and let M(X) = f(X)+N,
where X ~ 0 € ©, N ~ ( a radial decreasing distribution and f is a numerical query. Let « > 1. Then, R, ((, Ag)

as defined in Theorem [31] is greater or equal to M defined in Theorem[{.2

«

Proof. By definition: for (s;,s;) € Q,8 € O, we note (,uf,u?) = (P(f(X)]s;,0), P(f(X|s;,0))), and if
(f(X)si00 F(X)1s;0) ~ 7" € F(,uf,,uﬁ) realises the optimal transport plan for W, (1f, u?):

”f( )\s1 f( )|SJ 0||<W (M?uﬂ?)as
Given that ( is radial decreasing, ¢(z) = (o(||z||) and € R — D (o * x, (o) is increasing:

e(oéfl)D(afl)(CO*Hf(X)\si,e*f(X)\sJ-,el\vCO) < e(a_l)Da(CO*Woo(N?vﬂ?))qo) a.s.

Then,
E e(afl)D(afl)(CU*”f(X)\Si,eif(X)\Sj,9”7(0):| [ (@—=1)Da (CoxWao (1 ,u?), Co)} )
It follows:
ASH® = max inf E {e(afl)Da(CO*HX*Y”qu)}
(si,85)€S P(X,Y)eDl(nd,ud)
0,€0
< [e(a—l)D(a—l)(CO*Hf(X)\si,e—f(X)\sj,elGCo)}
< e(@=1)Da (GoxWoo (1f 115),¢0)
Finally :
log(ASY e
826 ) < max Da(Co * Wao (i, 49), o) = Ra(¢, Ac). O
a—1 (si,8;)€S

0,€0
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A.5 Guarantees Against Close Adversaries (Section [5])

A.5.1 Original result from [Song et all (2017)

For completeness, we recall here the original theorem from [Song et all (2017) on the robustness of the Pufferfish
privacy framework.

Theorem A.2 (Protection against close adversaries |Song et all (2017)). Let M be a mechanism that satisfies
e-PP in a framework (S, Q,0). Let ' ¢ © and

A = inf sup max{Dy (P(X]|s;,0), P(X|s;,0")),
0€0s,c0

Dy (P(X|si,0), P(X|s;,60))}.
Then, M is (e + 2A)-PP for the framework (S, Q,0") with ® =© U {0'}.

A.5.2 Proof of Theorem [5.1]

Theorem [5.1] (RPP protection against close adversaries). Let p,q,r > 0 such that % + % + % =1, and let M
be a mechanism that satisfies M is (q(a — 1/p),e)-RPP in a framework (S, Q,0). Let 0’ ¢ © and

A = inf sup Do) (P(X]s;,0"), P(X]|s;,0)),
9665 cs

A = f D X iueupX i79/ .
elgosslé% (a—1)r+1 (P(X][si,0), P(X]s;,6"))

Then, for all « € (1,00), M satisfies:

1 1
1 r T3 1 2
(a,(1+m)s+(1+ a_l)AerAr -RPP

for (S,0,0") with® =0 U {#'}.

©) be a Pufferfish privacy instance and M a randomized mechanism. Let 6/ ¢ © and p, ¢, > 0

Proof. Let (S, Q,
%4_ % =1. Let s;,s; € Q. We have:

such that 1—17 +

exp(a — 1) Dy (P(M(X)]s,0"), P(M(X)]s;,6"))
_ / PM(X) = z|s;,0") &
PM(X) = z|s;,0" )1

_ / PM(X) = z|s;,0")~ P(M(X) = z|s;, )1/ P(M(X):Z|Sj79)ot—l/p—l/qd
~ ) POM(X) = 2lsi,6)* 77 POM(X) = 2ls, >a T POM(X) = 25, 000

PM(X) = z|s;,0")°P v P(M(X) = z|s;, §)1e—1/p) G
= (/ P(M(X) = s, )1 ) (/ PM(X) = 2[5, ><a1/p>1dz)

(/ PM(X) = z|sj,0)~1/P= 1/q )
P(M(X) —z|sj f"ye-1

< exp (o —1/p)Dap (P(M(X)]s;,0"), P(M(X)]s:,0))

+exp ((a = 1+ 1/7)Dy(a-1/p) (P(M(X)]s:,0), P(M(X)]s5,0)))
+exp ((a = 1)Da-1yri1 (P(M(X)]s;,0), P(M(X)]s;,0")))

. . N . . 1,1 ,.1_1
by using the generalized Hélder inequality: for p, g, r,t > 0 such that stotr=1 and fe P, ge LI, he L",

1£ghlle < £ lIpllgllqll ]l

Then, the post-processing property of RPP (Proposition 2.1]) gives the result. O
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A.5.3 Refinement of Theorem [5.1] for Additive Mechanisms

Leveraging the shift reduction lemma (Lemma [3]), we refine Theorem [5.1] for additive mechanisms.

Theorem A.3 (RPP protection against close adversaries for additive noise mechanisms). Let p,q,r > 0 such
that 1—17 + % +1 =1. Let f : D — R be a numerical query. Let M(X) = f(X)+ N with N ~ ( be an additive
noise mechanism that satisfies (¢(a — 1/p),e)-RPP for (S,Q,0). Let ¢ ¢ © and

Agr = Inf sup Woo (P(f(X)]s:,0), P(f(X)]5,0)) -
0€O;,¢c5

Then, for all a € (1,00) and denoting
1

rtg
K= (1 + a—_i> Rop(C, Do) + Ria—1)r41(C; Agr),

(a, (1 + ﬁ) e+ K) -RPP

This theorem enables us to take into account the characteristics of the mechanism when examining the robustness
of a RPP instance. We illustrate this below with the Gaussian mechanism.

M satisfies:

for (S8,9,0") with ® =© U {§'}.

Corollary A.1 (RPP protection against close adversaries for the Gaussian mechanism). We note I the identity
matriz of size d. Let p,q,r > 0 such that % + % + % = 1. Let f : D — R? be a numerical query. Let

M(X) = f(X)+ N with N ~ N (0, %Id), where Ag is defined in Theorem [31l. Let 0’ ¢ ©.
Then, for all a € (1,00), M satisfies:

(a, ((1+ﬁ> + (a (p—i— Z;—ll) +(a—1)r+1> i% m) 5) -RPP

for (S,0,0") with® =0 U {#'}.

One can see that the additive penalty vanishes proportionally to A%. It establishes a trade-off between the
G

utility of the mechanism and the robustness of the Pufferfish privacy framework when designing ©. Remarkably,

this consideration could not have been derived from our Theorem [l for RPP nor from the original result

from [Song et all (2017) (Theorem [A22).

A.6 Privacy Amplification by Iteration (Section [6])
A.6.1 Parallel Composition

Assessing the privacy guarantees of composition in RPP may be challenging. As a matter of fact, there does not
exist, to our knowledge, any theorem stating the mechanism-agnostic privacy guarantees of sequential composi-
tion in Pufferfish privacy. However, we can recover a staightforward result of parallel composition for the RPP
framework.

Proposition A.6 (RPP parallel composition for queries performed over independent datasets). Let m > 0 and

S, Q,0y) be Pufferfish frameworks corresponding to each dataset Xj, ~ P(-|sF,0:). We assume that each secret
g i

sk is independent of the distributions 0;, for | # k and that Q only contains pairs of the form (sF, s’;) For all k €

{1,...,n}, let Mp(Xy) be mechanisms that satisfy (o, er)-RPP. Let © = {@Q, 0r;Vk € {1,...,m},0; € O4}.
Then, the mechanism (Ma, ..., My,) satisfies (o, maxy, ex)-RPP for (S, Q,0).

Proof. Let s, sé €0,0=Q;,0,<c0.

Da(P(M(X”SiaG)vP(M(X”Séve)) Dac (P ((Ml(Xl), e ,Mn(Xn)”Sia ®21:19k) 7P ((Ml(Xl); e ,Mn(Xn”Sz'v@;cn:lek))

[
NE

Da (P (Mk(Xk”Si;el) ,P (Mk(Xk)|Sl7,9k))

~
Il

1
Da (P (Ml(Xl”Sé;el) ,P (Ml(Xl)|Sl7,91)) S El. O
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This theorem states that if an adversary assumes that the dataset can be split into independent parts and if
the secrets have some form of separability, such as in our Example [2 it is possible to apply a different RPP
mechanisms to each independent part while paying only for the maximum privacy loss, similar to the parallel
composition result for differential privacy.

A.6.2 Proof of Lemma [6.7]

Lemma [6.7] (Dataset Dependent Contraction lemma). Let ¥ be a contractive map in its first argument on
(Z,]-1). Let X, X’ be two r.v’s. Suppose that sup,, Weo (¥(w, X ), ¢(w, X")) < s. Then, for z > 0:

DG (p(W, X), p(W', X")) < DG (W, W').

Proof. This proof is similar to the contraction lemma of [Feldman et all (2018). TLet s > 0 such that
sup,, Weo (0(W, X), (W, X)) < s, we have, for Y a v.a. such that D (W, W') = Do (Y, W) and Wao (W,Y) <

z

Weo (W(W, X), (W', X)) £ Woo ((W, X), (W, X)) + Weo (0 (W, X"), (W', X))
< 5+ Woo (W, W)
< s+ z.

It follows that:

DEH) (W, X), bW, X)) < Da(@(Y, X'), p(W', X)) < Da(Y, W') = D (W, W), O

A.6.3 Proof of Theorem [6.1]

Theorem [6.7] (Dataset Dependent PABI). Let Xp and X/, denote the output of CNI7(Wo, {¢:}, {¢:}, X) and
CNIT(Wo, {w:},{&:}, X'). Let sy = sup,, Woo (¥(w, X), ¥ (w, X")). Let a1,...,ar be a sequence of reals and let
2 = Zigt S; — Zigt a;. If zz > 0 for all t, then, we have:

D(ZT XTaXT Ctuat

HMH

Proof. The proof is similar to the original PABI proof of [Feldman et all (2018). It is obtained by induction by re-
placing in the original PABI proof s; = sup,,cga ; o e x [|1¥(w, ) —¢(w, 2')|| by s; = sup,, Woo (¥ (w, X), ¥ (w, X")
and using the dataset dependent contraction lemma (Lemma [6.1]). O

A.6.4 Application to DP

Lemma A.2 (Example: DP as a special case). In the case of DP, each distribution 8 € © corresponds to
a prior of independence between the elements of the dataset. Let 8,n,0,L,T > 0, > 1 such that n > 2/0.

We set the secrets S = { a 4t {X;=a};a€ X} and the pairs of secrets : Q = {(s¢,s);a,b € X}. Let

(X, X") ~ 7 € D(P(X|s%), P(X|s?)). Let f be an objective function which is convex, 3-smooth and L-Lipschitz.
Let K C R? be a compact set. Let Wy = W, € K be the original weight of the stochastic gradient descent and 1
the update function of the projected moisy stochastic gradient descent of learning rate n. Let ¢ = N(0,0%n?1)
be the noising distribution. For t € [0, T], we define Wy = CNI,(Wy,v,¢, X), W, = CNI,(W{,¢,¢, X'). Then,

Theorem [6.1] allows to obtain:
2aL?

o2(T—i+1)
This recovers the results of \[Feldman et all (2018) for the case of DP-SGD.

DE (X, X7) <

Proof. Let o > 0. Let (s%,s?) € Q,0 € ©, with 6 representing a prior of independence.

17 %

Then, for t € [1,7], (X,X') ~ 7 € T(P(X|s%),P(X|s%)), s, = sup, We(t(w,Xy),¥(w, X})) =
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5i ift>1
; G = N(0, (n0)?14). Then, setting a; = {T_ZH PEET we get:

0 else 0 else

{supw [(w, a) — (w,b)| if t =i

T ) _
D((;[ZT)(XTyXé“) S Z Roc (Cta Pu ij(“w_,a;)_;’_ 11/}(107 b)|>

t=1

asup,, [P (w,a) —P(w,b)||
< Z 277 0'2 — 1+ 1)2

2aL?
~o(T—i+1)

which is the bound of Theorem 23 of [Feldman et all (2018).



